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Glossary

The glossary of terms used in this deliverable can be found in the public document “FOODIE_Glossary.pdf” available at:
http://www.foodie-project.eu
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Abbreviations andAcronyms

Abbreviation /

Acronym Description

API Application Programming Interface

EU European Union

FOODIE Farm Oriented Open Data in Europe

FP Framework Program

GeolJSON Geographical JavaScript Object Notation

JSON JavaScript Object Notation

REST In computing, representational state transfer (REST) is the software architectural style of the World Wide
Web.

SMS Short Message Service, a form of text messaging communication on phones and mobile phones

Tablel: Abbreviations and Acronyms
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Executive Summary

This deliverable defines a set of components that enable FOODIE platform to generate - in an automatic manner
- diverse notifications and reports for its users (principally for the farmers) based on the data collected and stored
in its various repositories of information.

The document comprises three main sections. The first section contains an introduction into the focus of the
deliverable, that is, the specification and implementation of the main component in this task: the notification
broker service. The second section defines the high-level view of the notification broker as well as all the resources
that it manages (Capabilities, Subscription, Event and Notification) and its REST interfaces for managing them. The
third section refers to extensions to the service.

Finally, annexes A and B provide a detailed list of supported REST operations and usage examples. Annex C
presents the REST operations provided by the open-source Push Notification Service used by the Notification
Broker to forward the notification to iOS and Android based devices.
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1 Introduction

This deliverable, D4.3.3 Event based notification services, is the result of task T4.4 Reporting and alerts, which
aims at defining a set of components that enable FOODIE platform to generate - in an automatic manner - diverse
notifications and reports for its users (principally for the farmers) based on the data collected and stored in its
various repositories of information.

To that end, the deliverable focuses on the description and refinement (in an incremental manner along its three
releases) of the business logic, data structure formats as well as the detailed APIs of the notification and report
generation software components/services.

The first deliverable version presented in detail the Notification Broker Service (see section 2), which is an adap-
tation and enhancement of the notification component developed in FP6 DEWS (Distant Early Warning System)
project [1]. The second version provided new information regarding the updates made in the REST interfaces of
the service. The third and final version of this document focused on further refining and updating the existing REST
object resources managed by the service and its allowed operations together with the possibility to forward the
notifications to iOS and Android based devices.
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2 Notification Broker Service

FOODIE Notification Broker Service builds on the adaptation and enhancement of the notification component
developed in FP6 DEWS (Distant Early Warning System) project. This notification component was initially devel-
oped for issuing hazard-related warnings (e.g., earthquake and tsunami alerts) but has been adapted to be appli-
cation domain independent, therefore allowing for instance to issue notifications with agriculture-based infor-
mation that is relevant for FOODIE platform subscribers.

In a general manner, the service allows that registered users in FOODIE platform subscribe to different subscrip-
tion “topics” defined by the service (e.g., meteorological alerts, specific crop plague alerts, monthly reporting no-
tifications, etc.). The generation of these notifications is typically initiated by some data pushed to the notification
service (referred to an existing topic) by some other component located in FOODIE platform (e.g., recommenders,
sensors, processing services, etc.), although in the future it is planned that external applications registered in the
platform as “notification producers” are able to define their own notification topics and thus enable them to push
notifications to their topics’ subscribers.

Notifications are customized and delivered to topic subscribers through different communication channels (ac-
cording to the users’ subscription preferences such as language, communication channel or topic specific options
that might be defined in the future (e.g., include as PDF, XLS or CSV attachment the monthly generated report),
being currently supported email and SMS messages as well as notifications delivered to iOS and Android devices!.
For future releases, it is also planned to support social media such as Twitter, Facebook and RSS feeds.

SMS, EMAIL,
RSS, TWITTER,
push

Tailored Notification Message notification

motification Consumer /Web\

Application

Tailored Notification Message

Notification Broker \

otification

Wi

B - Subscribe providing: - Register Producer
¥ + Dissemination channels - Notify Notification
S \j\’ﬂl‘? * Areas of interest (geocodes

%‘ﬂ’ﬁj and polygons)
J) +  Notification types e
* Threshold parameters Notification
* Language

Web Producer

widgets

Figurel: Notification Broker Service - High-level view

Next subsections describe in further detail the data structures, formats and service APIs that support all these
features.

1 Annex C provides further details on the underlying component used by the Notification Broker for fowarding the notifications to iOS and Android
devices.
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2.1 Serviceresource objects

The Notification Broker Service defines the following resources:

f

Capabilities describes the features supported by the service, such as what topics are available for sub-
scription, what attributes are defined by the topic (which in turn can be used by the subscriber to define
restrictions. E.g., receive notifications from topic “meteorological alerts” if SwindSpeed > 14.0 km/h), in
which languages can be received the notifications and what communication channels can be used to
disseminate the notifications.

Subscriptiors: each subscription resource contains the topic for which the subscription was made, as
well as information about the recipient of the notification such as user name, category (e.g., farmer,
farmer pro, etc.), country code, preferred language of the notification messages and addresses to where
the notification broker should send the notifications (currently SMS and email messages are supported).
Events:events are pieces of information produced and pushed by third applications/services to a spe-
cific topic identifier in order to create (by the broker) customized and adapted notifications for the each
of the recipients subscribed to the topic.

Notifications: topic notifications are produced, tailored delivered to the final recipient according to the
topic identifier, the event received by the notification broker and the subscription preferences indicated
by the recipient for that specific topic.

Next subsections describe in detail the structure of each of these resources.

211

Capabilities resource

Capabilities resource object and its sub-elements are described in the following table:

Element Name Context. Definition and (Optionality) Notes orValue Domain
Class.
Attribute.
Representation
- The container for all component parts of the
iliti -
Capabilities Capabilities object (REQUIRED).
The container for all information related to  List of “TopicDescriptor” objects. The
Topics Capabilities the subscription topics supported by the Noti-  list MUST contain at least one Top-
fication Broker (REQUIRED). icDescriptor
Identifier of the topic (REQUIRED), which will  Topic name identifiers MUST be
be used later on for subscribing to notifica- URLs (not necessarily existing ones)
tions related to that topic name. in order to prevent the possibility of
Capabilities having two topics with the same
Name . . name (from different notification
TopicDescriptor producers). Eg.:
http://www.foodie-cloud.com/noti-
fication-broker/topic/meteorologi-
cal-alert
D inti Capabilities Textual information describing what is about
ription . A
escriptio TopicDescriptor this concrete topic (OPTIONAL)
Capabilities. A list of topic-specific parameter description  Typically topics may provide notifica-
Parametes TopicDescriptor that this topic supports. (OPTIONAL) tions with information
Capabilities Name of the parameter supported by the
Name TopicDescription topic (REQUIRED)
ParameterDescriptor
Description Capabilities. (OPTIONAL)
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Type

DefaultValue

MinimumValue

MaximumValue

TopicDescriptor

ParameterDescriptor

Capabilities
TopicDescriptor

ParameterDescriptor

Capabilities
TopicDescriptor

ParameterDescriptor

Capabilities
TopicDescriptor

ParameterDescriptor
Capabilities
TopicDescriptor

ParameterDescriptor

Value type for this parameter (REQUIRED)

Default value for this parameter in case no
value is specified (OPTIONAL)

Minimum value that can have this parameter
(OPTIONAL)

Maximum value that can have this parameter
(OPTIONAL)

Currently supported parameter
types are: Integer, Long, Float, Dou-
ble, String, Boolean, Date, CodelList
(enumerations)

Capabilities Finite list of values that may have this param-
ValidVvalues TopicDescriptor eter (OPTIONAL)
ParameterDescriptor
Capabilities Units of measurement for this parameter If any, it is commonly used with pa-
Unit TopicDescriptor (OPTIONAL) rameters of type Integer, Long, Float
. or Double.
ParameterDescriptor
Capabilities Indicates whether this parameter must be in-  Default is FALSE
Required TopicDescriptor cluded in a notification referred to this topic
i (OPTIONAL)
ParameterDescriptor
Descriptor for features supported by this spe-  Users subscribing to a topic might in-
Ontions Capabilities. cific topic (OPTIONAL). See ParameterDe- dicate whether for instance they
P TopicDescriptor scriptor for list of object properties. want that the notification includes
reports in pdf, csv, excel, et.
List of languages in which the notification At least one language code must be
message can be sent to the notification recip-  supported by the notification broker
IsoLanguageCode  Capabilities ient (REQUIRED) service.
Language codes are indicated ac-
cording to the 2-digits ISO standard
List of supported dissemination channels that At least one dissemination channel
s can be used by the notification broker to send  must be supported by the notifica-
hannelT |
ChannelType Capabilities the notification message to the recipient user  tion broker service (typically,
(REQUIRED). EMAIL).
List of supported geocode area types that can
GeocodeType Capabilities be usgd by the use.r to indicate what h!s.geo-
graphical areas of interest are for receiving a
notification (OPTIONAL).
Table2: Capabilities resource description
| http://www. ie-project.eu Copyright © FOODIE Project Consortium. All Rights Reserved. Grant Agreement No.: 621074 Page:12 / 49 |
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2.1.2  Subscription resource

Subscription resource object and its sub-elements are described in the following table:

Element Name

Context.
Class.
Attribute.

Representation

Definition and (Optionality)

Notes or Value Domain

Subscription

The container for all component parts of the
Subscription object that define a user subscrip-
tion to a topic (REQUIRED)

The identifier of this subscription object
(REQUIRED)

Topic name identifier for which the user has
subscribed in order to receive related notifica-
tions. (REQUIRED)

Indicates whether this concrete Subscription is
enabled. If not, it will be skipped when checking
what subscriptions should be used for sending
the notifications. (REQUIRED)

Set of filtering options used to indicate that the
recipient is interested on receiving the notifica-
tion message only if ALL conditions are matched.
(OPTIONAL)

Filter expression combining one or more topic
specific parameters (OPTIONAL)

Geographic area for which the user is interested
in (OPTIONAL)

Geocode area (OPTIONAL)

Polygon delimiting the area of interest
(OPTIONAL)

The identifier is UNIQUE and it is au-
tomatically assigned by the system

See the definition of the Topic ele-
ment in the Capabilities resource
section. Please, also note that only
ONE or MORE subscriptions to a con-
crete topic is allowed for the same
endpoint address (e.g., email, fax,
mobile phone, etc.)

Possible values: true or false. New
subscriptions are enabled by default.

Conditions that can be applied to fil-
ter the notifications are:

Only ONE expression is allowed by
topic subscription.

- Expressions: based on the topic pa-
rameters (see TopicDescripto expla-
nation). Supported expressions are:
Comparisons (e.g., parameter > 5),
Logical (e.g., parameterl > 5 && pa-
rameter2 < 79;)

One or more areas are allowed. The
subscriber will only receive the noti-
fication if the message contains ANY
of the areas here defined. Areas can
be defined according to their either
a Geocode and/or a valid geometry
type.

Zero or more geocode area identifi-
ers can be used per Area object. The
Geocode object is composed of a Ge-
codeType property (it must be one of
the geocode types defined in the Ca-
pabilities resource) and the area
code (e.g.,GeocodeType = HASC1
and value = ES.CV)

Only ONE geometry is allowed in or-
der to define the area of interest.
The geometry must be declared ac-
cording to Geolson standard [3]. Al-
lowed geometry types are (polygon,
multipolygon, point, multipoint, lin-
estring, multilinestring, geome-
trycollection)

Id Subscription
Topic Subscription
Enabled Subscription
Condition Subscription
. Subscription
Expressin
Condition
Subscription
Areas
Condition
Subscription
Geocode Condition
Area
Subscription
Geometry Restriction
Area
| http://www. ie-project.eu
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List of selected topic options and their values Zero or more topic option objects
(OPTIONAL) are allowed (they must be defined in
Options Subscription the topic descriptor and cannot be
repeated). (E.g., name = includeRe-
port, value = false)

The container for all the general aspects of the

Contact Subscription notification recipient (REQUIRED)
Subscription The recipient full name (OPTIONAL)
FullName
Contact
Category of the notification recipient E.g., Farmer, Farmer Pro, etc.
Subscription (REQUIRED). This parameter is typically used to
Category ) :
Contact internally further elaborate and customize the
resulting message.
Subscription 3-letters identifier for a country accordingto ISO  E.g., ESP (for Spain)
CountryCode Contact 3166-1 alpha-3 (REQUIRED)
3-letters identifier for the language accordingto  E.g., SPA (for Spain)
Subscription ISO 639-3 used for determining in which lan-
LanguageCode ) L
Contact guage the final notification message must be

sent to the recipient (REQUIRED)

Subscription String name of the time zone where the notifi-  E.g., Europe/Madrid

TimeZone cation recipient is located. If not provided, de-
Contact fault is UTC (OPTIONAL)
List of addresses where the notification message  One or more addresses are allowed.
must be sent to. (REQUIRED) The subscriber will receive the notifi-
Subscription cation through ALL specified ad-
Addresses dresses. Currently, mobile phone

Contact numbers and email addresses are

supported for the reception of SMS
messages.

Table3: Subscription resource description

2.1.3 Eventand Notificationresources

The notification broker manages two types of event-related information. On one hand, the Event messages pro-
duced and sent by the third party applications and software components to the notification broker. These Event
messages contain the information (i.e., topic name, topic parameters, attached resources such as maps, docu-
ments, etc., and additional payload data) to be notified to the subscribers. On the other hand, the Notification
messages that are generated and sent by the notification broker to the subscribers/recipients based on the original
information in the Event resource and the recipient subscription details. These Notification messages include most
of the original information sent by the producer plus tailored information according to the subscription options
(i.e., text messages in the recipient language, automatically generated reports based on the topic parameters,
etc.). It must be noticed that most of the time the notification recipients will not receive the notification object
itself but a channel specific message such as an email or SMS message. Notification resources are converted into
channel specific formats, and in some cases the JSON [2] representation of the Notification resource JSON [2]
representation can be attached to it, as it is the case of the email).

As mentioned above, Event and Notification resources have in common several attributes (in fact, Notification
resources definition share all attributes from the Event resource), which are described in the following tables:
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2.1.3.1 Eventresource

Definition and (Optionality)

Notesor Value Domain

The component parts
(REQUIRED)

of the Event object

The identifier of this Event object (REQUIRED)

Topic name identifier to which this event is related
to (REQUIRED)

A specialization of the type of message sent for a
concrete topic (sort of subtopic) (REQUIRED)

Identifier of the producer who is generating the
event (REQUIRED).

List of identifiers of previous notifications related to
the current one.(OPTIONAL)

Dictionary of additional data included in the event
(OPTIONAL). This object attribute is usually used to
add information to the event that is common to all
InfoElements so it has not to be repeated for each of
them. (OPTIONAL)

Set of individual pieces of information normally re-
ferred to specific geographical areas (although not
necessarily) (OPTIONAL)

Set of parameter values for this info element. Nor-
mally, these parameter values relate to the possible
parameters defined in the topic descriptor
(OPTIONAL)

Set of resources (e.g., maps, documents, etc.) at-
tached to the notification (OPTIONAL)

Name of the resource (REQUIRED)

URL of the resource (in case it is provided as an
online resource)(CONDITIONAL)

Mime type of the resource (REQUIRED)

Actual content of the resource (in case it has been
provided as a dereferenced URL) (CONDITIONAL)

The identifier is UNIQUE and it is
automatically assigned by the sys-
tem

See the definition of the Topic ele-
ment in the Capabilities resource
section. Please, also note that an
event can only refer to ONE topic.

E.g., A user may subscribe for topic
“meteorological-alerts”, however
message types can be about
“Storm Alert”, “Heavy rain Alert”,
“Snow Alert”, etc.

e.g., producer001

In the form of “attribute-name”:
“value”.

", u.

E.g., “textMessage”: “this is an ex-
ample message”;

Zero or more occurrences are al-
lowed

Zero or more occurrences of pa-
rameters are allowed

Zero or more occurrences of re-
sources are allowed

Note: either a URL or actual con-
tent data must be provided in or-
der to be a valid resource. It cannot
be empty.

E.g., image/jpg, text/plain; etc.

Binary information is encoded as
Base 64.

Note: either a URL or actual con-
tent data must be provided in or-
der to be a valid resource. It cannot
be empty.

Element Name Context.
Class.
Attribute.
Representation
Event -
Id Event
Topic Event
MessageType Event
Producer Event
References Event
Payload Event
InfoElements Event
Event
Parameters
InfoElement
Event
Resources
InfoElement
Event
Name InfoElement
Resource
Event
Url InfoElement
Resource
Event
MimeType InfoElement
Resource
Event
Content InfoElement
Resource
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Areas

Payload

Event

InfoElement

Event

InfoElement

2.1.3.2 Notification resource

Geographic area to which this info element applied One or more areas are allowed.
(OPTIONAL) See explanation in Subscription re-
source for further details

Payload data specific for this info element
(OPTIONAL)

Table4: Event resource attributes

Element Name Context. Definition and (Optionality) Notes or Value Domain
Class.
Attribute.
Representation
e The component parts of the Notification ob-
Notification .
ject (REQUIRED)
Eventld Notification Ider}tilfler of .the Event message to which this
Notification is related.
Subscriptionld Notification Idehtlfler of Fhe .Sub§cr|pt|on resource to
which this Notification is related.
Contact details of the recipient for this Notifi-  Only one endpoint address per no-
cation message (see Contact object as defined tification recipient is allowed. In
in the section referring to the Subscription re-  case the user indicated more ad-
source for additional details) (REQUIRED) dresses (of one or more channel
types) the system generates one
Notification object per address
endpoint.
E.g., email-address@email.com;
+3468789098
Only one language code is allowed
er notification recipient object.
Contact Notification P ticatt P! )
Normally it refers to the language
of the textual information within
the message. Note: ProducerNoti-
fication objects (in principle)
should contain language agnostic
information (such as parameter
values, geographic geocode areas
or polygons, etc.). The notification
broker then composes tailored
messages that may contain textual
information in the language that
the user indicated when he was
registered in the system.
The topic options that where selected by the
notification recipient when subscribed for the
. e s notification topic and that are used by the ser-
Options Notification vice to further customize the notification
(e.g., include some auto-generated reports,
etc.) (OPTIONAL)
Current status of the delivery of the notifica-  Allowed values are:
o tion (REQUIRED) {UNKNOWN,  IN_PREPARATION,
Status Notification SENT, DELIVERED, RECEIVED,
READ,
ERROR_WHILE_DELIVERING,
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UNKNOWN_ERROR}

Pointer to the final notification message that The purpose is to be able to re-
has been generated, sent to the user and cover past notifications in case it is
stored in the system. See description of Re-  necessary.

source object for further details. (REQUIRED)

Messag&ent Notification

Table5: Notification resource attributes

2.2 Service operations

The Notification Broker exposes the aforementioned resources by means of RESTful operations (GET, POST, PUT
and DELETE), enabling thus consulting the service capabilities; creating, retrieving, updating and deleting user’s
subscriptions; and pushing events to the notification broker for it to customize and deliver them to the final recip-
ients (in the form of Notification messages), as well as accessing to the pushed and generated notifications.

In order to better manage the different operations and the authorisation and access over the aforementioned
resources, the interfaces and operations have been organized in 4 categories according to the following roles in
the service:

1 Capabilities APt operations requesting the different features (“capabilities”) supported by the service,
which do not require any special permission for accessing to them.

1 SubscriptiorAPt operations that a notification recipient can perform such as for instance creating/de-
leting/updating subscriptions for that recipient.

EventAPl operations that an event producer can perform such as sending a event notification to the
service for its customization and distribution to the different notification recipients as well as and access-
ing (read only) to the producer notifications that the producer sent to the service.

T Notification-APL operations that a notification recipient can perform such as accessing (read only) to the
notifications that were sent to him.

2.2.1 Capabilities API

The following table summarizes the supported (and planned) service operations that can be performed by any
user over these Capabilities resource.

URL path POST (Create) GET(Read) PUT DELETE
(Update)  (Delete)
/capabilities N/A Lists all supported features by the notification ~ N/A N/A
service
/capabilities/languageCodes N/A Lists all supported language codes that can be  N/A N/A
used to disseminate a notification
/capabilities/geocodeTypes N/A Lists all supported geocode types that can be  N/A N/A
used in order to indicate areas of interest
/capabilities/channelTypes N/A Lists all supported channel types that can be  N/A N/A
used for disseminating a notification
/capabilities/topics N/A Lists all supported topics to which auser canbe ~ N/A N/A
subscribed.

Table6: Capabilities resource operations

2.2.2  Subscription API

The following table summarizes the supported (and planned) service operations that can be performed on the
Subscription resource.
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URL path

POST (Create)

GET(Read)

PUT(Update)

DELETBDelete)

/subscriptions

/subscriptions/{subscriptionId}

/subscriptions/{subscrip-
tionld}/contact

/subscriptions/{subscrip-
tionld}/contact/addresses

/subscriptions/{subscrip-
tionld}/contact/addresses/{chan-
nelType}

/subscriptions/{subscrip-
tionld}/contact/countryCode

/subscriptions/{subscrip-
tionld}/contact/languageCode

/subscriptions/{subscriptionld}/en-

abled

Creates a new sub-

scription

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

Returns a subscription by its
associated identifier

Returns a subscription con-
tact attribute using the sub-
scription identifier

Returns a subscription recipi-
ents' set of notification ad-
dresses by its associated sub-
scription identifier

Returns a subscription recipi-
ents' set of notification ad-
dresses by its associated sub-
scription identifier and chan-
nel type

Returns a subscription recipi-
ent's contact country code by
its associated subscription
identifier

Returns a subscription recipi-
ent's contact language code
by its associated subscription
identifier

Returns a subscription ena-
bled status by its associated
subscription identifier

N/A

Updates a sub-
scription re-
source by its as-
sociated identi-
fier

Updates a sub-
scription  con-
tact  attribute
using the sub-
scription identi-
fier

Updates a sub-
scription recipi-
ents' set of noti-
fication ad-
dresses by its
associated sub-
scription identi-
fier. (PLANNED)

N/A

Updates a sub-
scription recipi-
ent's  contact
country code by
its  associated
subscription
identifier and a
new country
code. (/sub-
scriptions/{sub-
scrip-
tionld}/con-
tact/coun-
tryCode={coun-
tryCode})

Updates a sub-
scription recipi-
ent's  contact
language code
by its associated
subscription
identifier and a
new language
code. (/sub-
scriptions/{sub-
scrip-
tionld}/con-
tact/language-
Code={lan-
guageCode})

Updates a sub-
scription  ena-
bled status by
its  associated
subscription

N/A

Deletes a subscription
by its associated iden-

tifier

N/A

Removes a subscrip-
tion recipients' set of
notification addresses
by its associated sub-
scription identifier

N/A

N/A

N/A

N/A
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/subscrip-

N/A

tions?QUERY_STRING_PARAMETER
S, which can be one or more from

the following:

subscription=subscriptionld &

topic = topicld &
messageType = subtopic &

countryCode = [list of ISO-2 country

codes] &

languageCode = [list of 1SO-2 lan-

guage codes] &
daterange = [begin, end] &

category = [recipient category] &
channelType = (one of the channel

types) &

address = [list of endpoint ad-

dresses] &
enabled = true | false

2.2.3 Event API

Table7: Subscription resource operations

Lists all subscriptions match-
ing the different query string
parameters

identifier (/sub-
scriptions/{sub-
scriptionld}/en-
abled={ena-
bledStatus})

N/A Deletes all subscrip-
tions matching the dif-
ferent query string pa-

rameters

The following table summarizes the supported (and planned) service operations that can be performed by a pro-
ducer over the Event resource.

URL path

POST (Create)

GET
(Read)

DELETE
(Delete)

PUT
(Update)

/events

/events?QUERY_STRING
which can be one or more of
the following:

event = eventld &

topic = topicld &
messageType = subtopic &
daterange = [begin, end] &

category = [recipient cate-
gory] &

producer = producerld &
reference = [list of previous

events ids] &

enabled =true | false &
referencelds=[list of refer-
ence ids]

Pushes an Event
message to the
notification  ser-
vice. The Event
will be processed
and notified to the
users registered in
the system and/or
to the comple-
mentary list of ad-
dresses specified
in the request
(i.e., list of Contact
objects)..

N/A

N/A

Lists the events pushed to the service
according to the values matched in the
QUERY_STRING

N/A N/A

Deletes the events
pushed to the service
according to the values
matched in the
QUERY_STRING

N/A
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Table8: Event resource operations

2.2.4 Notification API

The following table summarizes the supported (and planned) service operations that can be performed on a No-
tification resource.

URL path POST (Create) GET(Read) PUT(Update) DELETHDelete)
/notifications} N/A Lists all notifications that N/A Deletes all notifica-
?QQERY_STRING_PARAMETERS, match all passed query string tions that match all
which .can be one or more from the parameters passed query string pa-
following: rameters

event = eventld &

topic = topicld &

messageType = subtopic &
daterange = [begin, end] &
category = [recipient category] &
producer = producerld &

reference = [list of previous events
ids] &

enabled = true | false &
referencelds=[list of reference ids]
&atus=[UNKNOWN, SENT,
DELIVERED, ERROR] &
channelType=(one of the channel
types) &

addresses=[list of addresses] &
subscription = subscriptionld &
status = UNKNOWN |
IN_PREPARATION | SENT |
DELIVERED | RECEIVED | READ |
ERROR_WHILE_DELIVERING |
UNKNOWN_ERROR}

Notel: probably to add more: spa-
tial search

Table9: Notification resource operations
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3 Service feed extension

Our plan for the last period was to provide an extension for the notification broker service in order to generate
Web feeds to which users can subscribe and receive notifications from any compatible reader (e.g., browser, email
client, blogs, etc.). However, because of some delays in the final updates and deployment of the base notification
broker, this extension has been left for the future.

The idea is that the notifications generated by the producers will also become available as a feeds.

This extension will be a simple component on top of the existing service, which will connect either to the database
of notifications, or subscribe through the available channels, and automatically transform the notification into a
feed that will be available through the service extension endpoint. The component will be based and adapted on
the Notification API2 and its implementation3 from the Wf4Ever project.

3.1 Service resources and links

3.1.1 Servicedescription

The service description is an RDF file that contains the URI template for the notification resource. The RDF syntax
used may be content negotiated. In the absence of content negotiation, RDF/XML should be returned. The client
should create the notification URI by building the template with the parameters described in the previous sections.

3.1.2 Notification resource
The notifications will be generated as Atom feeds, and they will have the following attributes:

Title: name of the notification type

Subject: topic of the notification

Source: URI of the producer of the notification

Id: an internal entry id, consistent across different feeds
Published: time and date of the notification

Content: notification message

=A =4 =4 =4 -8 -4

3.1.2.1 Links

9 http://purl.org/dc/terms/source: to specify URI of the producer of the notification
9 http://purl.org/dc/terms/subject: to specify the topic of the notification

9 http://rdfs.org/sioc/spec/tterm id: to specify the user Id.

3.1.3 Service operations
GET operation is used to get the notifications. Notifications are read only, and no other method is available.
The client should create the notification URI using the following template:

/atomservice?QUERY_STRING_PARAMETERS, which can be the following:

userid — unique identification of the subscriber (mandatory)

topic - name of the topic of the notifications to receive

from - the timestamp of the oldest notification that should be returned.

to - the timestamp of the most recent notification that should be returned.
source - URI of the producer of notifications.

limit - the maximum number of results to be returned.

=A =4 =8 4 -4 -4

If neither topic nor source are specified, notifications from all topics to which user is subscribed should be re-

turned. If neither "from", "to" nor "limit" are set, the service should return no more than 10 notifications.

2 https://github.com/wf4ever/apis/wiki/Notification-API
3 http://sandbox.wf4ever-project.org/rodl/atomnotifications
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3.2 Notifications in the decision support systeiffolish pilot)

In order to finalize and demonstrate the decision support system for integrated pest management (polish pilot),
it was necessary to deploy a basic component for the generation of notifications. The component enables regis-
tered users with verified email address to subscribe for notifications about optimal terms of crop protection. The
users should verify their registered email address with a unique token they receive (in their email), the first time
they introduce their email address in their profile page or if they change it later on. The users can switch on/off
notification also on their profile page. The component uses the local SMTP server of PSNC [smtp.man.poznan.pl]
for sending the notification alerts, which include a web link that the users have to open in their web-browser.

Each user defined field risk is calculated at 7AM, ,12PM, 7PM. If trigger parameters are true, email is sent. In par-
ticular, the following alerts with pre-defined parameters have been configured:

Model Trigger Subject Message

Potato blight Risk >= 90% Danger on the Field [name] Recommended plant health treat-
Fungicide = true ment for late blight.
Risk >= 90% Warning on the Field [name] Warning about potato blight.

Colorado potato beetle Risk > 90% Danger on the Field [name] Risk in the Field [name] for [model
name] is [risk] "%. It is recom-
mended to carry out spraying.

Cercospora Risk > 90% Danger on the Field [name] Risk in the Field [name] for [model
name] is [risk] "%. It is recom-
mended to carry out spraying.

Risk >90% Danger on the Field [name] Recommended treatment plant, at
cereal leaf beetle. Make vetting
field. The threshold of economic
harmfulness for cereal leaf beetle is
1-1.5 larvae blade.

Cereal leaf beetle

Risk >90% Danger on the Field [name] Recommended plant health treat-
ment for agriculture. Make vetting
field. The thresh-old of economic
harmfulness for agricul to 6 young
caterpillars agricul 1m2

Archer's dart
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4 Conclusions

This deliverable has presented the results achieved concerning the task T4.4 Reporting and alerts, focusing in first
place on the adaptation and enhancement of an existing notification service - developed within the context of FP6
DEWS project — that allows to the FOODIE platform users to subscribe and receive agriculture based notifications.

In this sense, the work presented in this deliverable shows the main logical resources managed and generated by
the notification broker (i.e., Subscriptions, Events and Notifications resources) as well as the main REST operations
that allow interacting with the service. Besides, in its current state, the notification broker is already able to gen-
erate notifications with dummy data and disseminate it via EMAIL and SMS channels as well as forwarding the
notifications to iOS and Android based devices through a third-party open-source component (please, see Annex
C for further details).

The service includes Swagger Framework libraries [4] which allows it to auto-document its REST interfaces, facili-
tating thus to future programmers and companies to easily understand the interfaces and data structures of the
service.

In the last period of the project, efforts have been focused on redefining and refactoring several REST operations
of the service in order to simplify it, separating them into four resource categories: Capabilities, Subscription,
Event and Notification.

The service is open for future and additional enhancements such as:
I Support of additional notification communication channels such as social median and RSS feeds.

I Possibility to use the parcel identifier as geocode area, enabling in an easy manner to the farmers to
receive notifications directly affecting their farms.

Implementation of additional API interfaces, such as the registration of notification producers. This
would allow for instance that external systems authorised by FOODIE might publish their own topics to
which FOODIE users can subscribe in order to receive notifications from them as well. This may include
wide variety of applications, ranging from advanced recommendation systems to announcement of new
products and services that the users may be willing to acquire or pay for.
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Annex A— APl documentation with Swagger

t swagger

Notification Broker API

Notification Broker supported operations

Created by Miguel Angel Esbri <miguel esbri@atos.net>

Apache License Version 2.0

capabilities-controller : Capabilities Conroller

B it

H lcapabilities/channelTypes
Bl cnmiiesizeocosepes
H feapabilities/languageCodes
Bl (cwiistonic

event-controller: Event Controller

notification-controller : Notification Contraller

Inotifications

E Inatifications

subscription-controller : Subscription Controller

ol /subscriptions

Bl suscrptionsistsciptionts
m fsubscriptions/{subscriptionld}

H fsubstriptions/{subscriptionld}/contact

m fsubscriptions/{subscriptionld}/contact

E fsubstriptions/{subscriptionld}/contact/addresses

H fsubscriptions/{subscriptionld}/contact/addresses/{channelType}
E fsubscriptions/{subscriptionld}/contact/countryCode

m fsubstriptions/{subscriptionld}/contact/countryCode={countryCode}
H fsubscriptions/{subscriptiond}/contact/languageCode

m fsubstriptions/{subscription]d}/contact/languageCode={languageCode}
H fsubstriptions/{subscriptiond}/enabled

m fsubscriptions/{subscriptionld}/enabled={enabledStatus}

—
JERSION. 2.V

[subscriptions/{subscription]d}/contact/addresses

fulloficaion-roKes-api(V2/apkocs group-Tul-nokfcatr-broker-ap) ¥ Explore

Show/Hide  List Operations  Expand Operations

getCapabilities

getchannelTypes

petencodeTypes

getlanguageCodes

‘getTopicDescriptors

Show/Hide  List Operations ~ Expand Operations

deletefvents

getbients

pushEvent

Show/Hide  List Operations  Expand Operations

deleteNotifications

getNotifications

Show/Hide  List Operations  Expand Operations

deleteSubscriptions

petSubscriptions

createSubscription

deleteSubscription

getSubscription

updateS

getSubscriptionContact

updateSubscriptionContact

updateSubscriptionContactAddresses

getSubscriptionContactAddresses

getSubscriptionContactAddressesByChanneType

getSubscriptionContaciCountryCode

updateSubscriptionContactlanguageCode

getSubscriptionContactLanguageCode

updateSubscriptionContactlanguageCode

petSubscriptionEnabledStatus
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AnnexB—-REST operations examples
B.1 Capabilities

GET /notification-broker/capabilities
Response:
{
"channelTypes" : [ "WORDPRESS", "EMAIL", "SMS", "FAX", "FACEBOOK", "TWITTER" ],
"topicDescriptors" : [ {
"name" : "http://www.foodie-project.eu/topic/crop-plague-alert",
"description" : "Alerts concerning plagues and diseases affecting the crops"”,
"parameters" : [ {
"name" : "rainfall",
"type" : "java.lang.Double",
"required" : false,
"description" : "Rainfall quantity (Its/m2)"
Lo
"name" : "avgTemperature",
"type" : "java.lang.Double",
"required" : false,
"description" : "Average temperature (2C)"
Lo
"name" : "startMonth",
"type" : "java.util.Date",
"required" : false,
"description" : "Start month"
Lo
"name" : "endMonth",
"type" : "java.util.Date",
"required" : false,
"description” : "End month"
}H
Lo
"name" : "http://www.driver.eu/topic/flood-alert",
"description" : "flood related alerts",
"parameters" : [ {
"name" : "windSpeed",
"type" : "java.lang.Double",
"required" : false,
"description" : "wind-speed"
Lo

"name" : "windDirection",
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"type" : "java.lang.Double",
"required" : false,

"description" : "wind-direction"
1,
"options" : [ {
"name" : "messageType",
"type" : "java.lang.String",
"required" : false
Lo
"name" : "includeCap",
"type" : "java.lang.Boolean",
"required" : false
}]
Lo
"name" : "http://iriss.atosresearch.eu/topic/expe42/crowdtasker",
"description" : "Crowdtasker notifications"
1,
"languageCodes" : [ "ES", "EN", "CS", "NL" ],
"geocodeTypes" : [ "ISO2", "ISO3", "HASC1", "HASC2" ]
}
B.1.2. Channel Types

GET /notification-broker/capabilities/channelTypes

Response:
[ "WORDPRESS", "EMAIL", "SMS", "FAX", "FACEBOOK", "TWITTER" ]

B.1.31SO Language Codes
GET /notification-broker/capabilities/languageCodes

Response:
[ "ES", "EN" "CS" "NL" ]

B.1.4 Geocode Types
GET /notification-broker/capabilities/geocodeTypes

Response:
[{
"type" : "ISO2",
"description" : "I1SO 3166-1 alpha-2 codes are two-letter country codes defined in I1SO 3166-1, part of the ISO 3166 standard published by the Inter-
national Organization for Standardization (1SO), to represent countries, dependent territories, and special areas of geographical interest.",
"reference" : "https://en.wikipedia.org/wiki/ISO_3166-1_alpha-2"
hA
"type" : "HASC2",
"description" : "Hierarchical administrative subdivision codes (HASC) are codes to represent names of country subdivisions, such as states, province,
regions.",
"reference" : "http://www.statoids.com/ihasc.html"
LA
"type" : "ISO3",
"description" : "ISO 3166-1 alpha-3 codes are three-letter country codes defined in ISO 3166-1, part of the 1SO 3166 standard published by the
International Organization for Standardization (ISO), to represent countries, dependent territories, and special areas of geographical interest.",
"reference" : "https://en.wikipedia.org/wiki/ISO_3166-1_alpha-3"
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Lo
"type" : "HASC1",
"description" : "Hierarchical administrative subdivision codes (HASC) are codes to represent names of country subdivisions, such as states, province,

regions.",

"reference" : "http://www.statoids.com/ihasc.html"
H
B.1.5 TopicDescriptors

GET /notification-broker/capabilities/topics
Response:
{
"name" : "http://www.foodie-project.eu/topic/crop-plague-alert",
"description" : "Alerts concerning plagues and diseases affecting the crops"”,
"parameters" : [ {
"name" : "rainfall",
"type" : "java.lang.Double",
"required" : false,
"description" : "Rainfall quantity (Its/m2)"
Lo
"name" : "avgTemperature",
"type" : "java.lang.Double",
"required" : false,
"description" : "Average temperature (2C)"
Lo
"name" : "startMonth",
"type" : "java.util.Date",
"required" : false,
"description" : "Start month"
Lo
"name" : "endMonth",
"type" : "java.util.Date",
"required" : false,
"description" : "End month"
H
Lo
"name" : "http://www.driver.eu/topic/flood-alert",
"description" : "flood related alerts",
"parameters" : [ {
"name" : "windSpeed",
"type" : "java.lang.Double",
"required" : false,
"description” : "wind-speed"
Lo

"name" : "windDirection",
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"type" : "java.lang.Double",
"required" : false,
"description" : "wind-direction"
H,
"options" : [ {
"name" : "messageType",
"type" : "java.lang.String",
"required" : false
Lo
"name" : "includeCap",
"type" : "java.lang.Boolean",
"required" : false
H
A
"name" : "http://iriss.atosresearch.eu/topic/expe42/crowdtasker",
"description" : "Crowdtasker notifications"

H
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B.2 Subscriptions
B.2.1 Retrieve all subscriptions
GET /notification-broker/subscriptions
Response:
[{
"id" : "583d9e7b6c47234fafdc3bdd",
"createdAt" : "2016-11-29T15:27:55+0000",
"contact" : {
"fullName" : "l am a contact",
"category" : "Farmer",
"countryCode" : "ES",
"languageCode" : "EN",
"timeZone" : "Europe/Madrid",
"addresses" : [ {
"type" : "EMAIL",
"value" : "foodie-consumer-en@foodie-cloud.com"
Lo
"type" : "SMS",
"value" : "+34691091744"
Lo
"type" : "EMAIL",
"value" : "miguel.esbri@atos.net"
}
2
"topic" : "http://www.foodie-project.eu/topic/crop-plague-alert",
"enabled" : true,
"condition" : {
"expression" : "avgTemperature >= 10.0 && rainfall < 10.5",
"areas" : [ {
"geometry" : {
"type" : "Polygon",

"coordinates" : [ [ [ -27.755512209760393, 44.956075701885304 ], [ -27.755474718052007, 44.95618907322103 ], [ -27.754860862870515,
44.956453135425825 ], [ -27.754914578604186, 44.956581243835245 |, [ -27.754712613240418, 44.956844425353246 ], [ -27.754361324127917,
44.95739478770283 ], [ -27.753550898084406, 44.95776702135046 ], [ -27.753236797274663, 44.9577909313611 |, [ -27.75275396922187,
44.95773054792734 |, [ -27.752243492470736, 44.957464943689864 ], [ -27.751904192925604, 44.95716748379186 ], [ -27.751654930675453,
44.95682238760651 ], [ -27.75176248646707, 44.956467640404455 |, [ -27.751916026043258, 44.95641726067992 ], [ -27.75234608068875,
44.956545849142316 ], [ -27.752778163377215, 44.956456087561406 ], [ -27.752953199335195, 44.95646932872167 ], [ -27.75412731207819,
44.95597323273803 ], [ -27.755512209760393, 44.956075701885304 1] ]

2
"description" : "B19"
Lo
"geometry" : {
"type" : "Polygon",
"coordinates" : [ [ [ -27.7698244172738, 44.9536473783781 ], [ -27.769380921407002, 44.95365841652134 ], [ -27.76911759768979,
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44.95363065392644 |, [ -27.768927085586416, 44.95357163449728 |, [ -27.768730267493858, 44.95351638145795 ], [ -27.76827029208798,
44.953557138931195 |, [ -27.767904475385883, 44.95350647964433 ], [ -27.76762666561182, 44.95342466420688 1, [ -27.767143545935184,
44.95304950641601 1, [ -27.76673096702328, 44.952748443397944 |, [ -27.766538587461852, 44.95262783627436 ], [ -27.76646188930257,
44.9525467151857 ], [ -27.766457578003198, 44.95246670873495 ], [ -27.767163769355687, 44.95219019736242 |, [ -27.767629564228116,
44.95184163473297 |, [ -27.767798101244253, 44.95166756173134 |, [ -27.767902410175406, 44.951415625000635 ], [ -27.767729032294653,
44.95086923373837 |, [ -27.767512264854023, 44.95056439104508 |, [ -27.767373074916232, 44.950477778435584 ], [ -27.767047262907795,
44.95037723338566 ], [ -27.76690334672803, 44.95031026568505 ], [ -27.76686392186285, 44.950249703588 ], [ -27.76679796859961,
44.95009946668728 |, [ -27.76907468876142, 44.949401735264686 |, [ -27.769076183962405, 44.94976481569302 ], [ -27.76917957716259,
44.9500593835023 ], [ -27.76941929964128, 44.95045450615431 ], [ -27.769735121928168, 44.95077205771179 |, [ -27.770439954483894,
44.95107440245571 1, [ -27.770106929894208, 44.95220775058925 ], [ -27.769782066802897, 44.953331633632246 ], [ -27.7698244172738,
44.9536473783781111

2
"description" : "C2"
Lo
"geometry" : {
"type" : "Polygon",

"coordinates" : [ [ [ -27.757189325810245, 44.9591117729707 ], [ -27.757097148469445, 44.95972497408454 ], [ -27.756326576217017,
44.95951986021152 ], [ -27.7556877505476, 44.95969331121869 ], [ -27.755535069347868, 44.95967895667194 ], [ -27.755478156295222,
44.959589072358106 ], [ -27.757189325810245, 44.9591117729707 ] ] ]

b
"description" : "A1"
}
}
Lo
"id" : "583d9e6f6c47234fafdc3bdb",
"createdAt" : "2016-11-29T15:27:43+0000",
"contact" : {
"fullName" : "I am a contact",
"category" : "Farmer",
"countryCode" : "ES",
"languageCode" : "EN",
"timeZone" : "Europe/Madrid",
"addresses" : [ {
"type" : "SMS",
"value" : "+34691091744"
Lo
"type" : "EMAIL",
"value" : "foodie-consumer-en@foodie-cloud.com"
Lo
"type" : "EMAIL",
"value" : "miguel.esbri@atos.net"
H
b
"topic" : "http://www.foodie-project.eu/topic/crop-plague-alert",
"enabled" : true,
"condition" : {

"expression" : "avgTemperature >= 10.0 && rainfall < 10.5",
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"areas" : [ {
"geometry" : {
"type" : "Polygon”,

"coordinates" : [ [ [ -27.757189325810245, 44.9591117729707 ], [ -27.757097148469445, 44.95972497408454 ], [ -27.756326576217017,
44.95951986021152 ], [ -27.7556877505476, 44.95969331121869 ], [ -27.755535069347868, 44.95967895667194 ], [ -27.755478156295222,
44.959589072358106 ], [ -27.757189325810245, 44.9591117729707 ] ] ]

2
"description" : "A1"
Lo
"geometry" : {
"type" : "Polygon",

"coordinates" : [ [ [ -27.7698244172738, 44.9536473783781 ], [ -27.769380921407002, 44.95365841652134 ], [ -27.76911759768979,
44.95363065392644 |, [ -27.768927085586416, 44.95357163449728 |, [ -27.768730267493858, 44.95351638145795 |, [ -27.76827029208798,
44.953557138931195 ], [ -27.767904475385883, 44.95350647964433 |, [ -27.76762666561182, 44.95342466420688 ], [ -27.767143545935184,
44.95304950641601 ], [ -27.76673096702328, 44.952748443397944 ], [ -27.766538587461852, 44.95262783627436 ], [ -27.76646188930257,
44.9525467151857 1, [ -27.766457578003198, 44.95246670873495 ], [ -27.767163769355687, 44.95219019736242 ], [ -27.767629564228116,
44.95184163473297 ], [ -27.767798101244253, 44.95166756173134 ], [ -27.767902410175406, 44.951415625000635 ], [ -27.767729032294653,
44.95086923373837 |, [ -27.767512264854023, 44.95056439104508 ], [ -27.767373074916232, 44.950477778435584 ], [ -27.767047262907795,
44.95037723338566 ], [ -27.76690334672803, 44.95031026568505 ], [ -27.76686392186285, 44.950249703588 ], [ -27.76679796859961,
44.95009946668728 |, [ -27.76907468876142, 44.949401735264686 |, [ -27.769076183962405, 44.94976481569302 |, [ -27.76917957716259,
44.9500593835023 ], [ -27.76941929964128, 44.95045450615431 ], [ -27.769735121928168, 44.95077205771179 ], [ -27.770439954483894,
44.95107440245571 |, [ -27.770106929894208, 44.95220775058925 ], [ -27.769782066802897, 44.953331633632246 ], [ -27.7698244172738,
44.95364737837811]1]]

2
"description" : "C2"
1A
"geometry" : {
"type" : "Polygon",

"coordinates" : [ [ [ -27.755512209760393, 44.956075701885304 ], [ -27.755474718052007, 44.95618907322103 ], [ -27.754860862870515,
44.956453135425825 ], [ -27.754914578604186, 44.956581243835245 |, [ -27.754712613240418, 44.956844425353246 ], [ -27.754361324127917,
44.95739478770283 ], [ -27.753550898084406, 44.95776702135046 ], [ -27.753236797274663, 44.9577909313611 ], [ -27.75275396922187,
44.95773054792734 |, [ -27.752243492470736, 44.957464943689864 ], [ -27.751904192925604, 44.95716748379186 ], [ -27.751654930675453,
44.95682238760651 |, [ -27.75176248646707, 44.956467640404455 |, [ -27.751916026043258, 44.95641726067992 ], [ -27.75234608068875,
44.956545849142316 ], [ -27.752778163377215, 44.956456087561406 1, [ -27.752953199335195, 44.95646932872167 ], [ -27.75412731207819,
44.95597323273803 ], [ -27.755512209760393, 44.956075701885304 1] ]

2
"description" : "B19"
1
}
Lo
"id" : "583d9e7a6c47234fafdc3bdc",
"createdAt" : "2016-11-29T15:27:54+0000",
"contact" : {
"fullName" : "l am a contact",
"category" : "Farmer",
"countryCode" : "ES",
"languageCode" : "EN",
"timeZone" : "Europe/Madrid",
"addresses" : [ {

"type" : "EMAIL",
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"value" : "miguel.esbri@atos.net"

Lo
"type" : "EMAIL",
"value" : "foodie-consumer-en@foodie-cloud.com"
Lo
"type" : "SMS",
"value" : "+34691091744"
H
2
"topic" : "http://www.foodie-project.eu/topic/crop-plague-alert”,
"enabled" : true,
"condition" : {
"expression" : "avgTemperature >= 10.0 && rainfall < 10.5",
"areas" : [ {
"geometry" : {
"type" : "Polygon”,

"coordinates" : [ [ [ -27.755512209760393, 44.956075701885304 ], [ -27.755474718052007, 44.95618907322103 ], [ -27.754860862870515,
44.956453135425825 ], [ -27.754914578604186, 44.956581243835245 |, [ -27.754712613240418, 44.956844425353246 ], [ -27.754361324127917,
44.95739478770283 ], [ -27.753550898084406, 44.95776702135046 ], [ -27.753236797274663, 44.9577909313611 |, [ -27.75275396922187,
44.95773054792734 |, [ -27.752243492470736, 44.957464943689864 ], [ -27.751904192925604, 44.95716748379186 ], [ -27.751654930675453,
44.95682238760651 |, [ -27.75176248646707, 44.956467640404455 |, [ -27.751916026043258, 44.95641726067992 ], [ -27.75234608068875,
44.956545849142316 |, [ -27.752778163377215, 44.956456087561406 1, [ -27.752953199335195, 44.95646932872167 ], [ -27.75412731207819,
44.95597323273803 ], [ -27.755512209760393, 44.956075701885304 1] ]

h

"description" : "B19"
1A
"geometry" : {
"type" : "Polygon",

"coordinates" : [ [ [ -27.757189325810245, 44.9591117729707 ], [ -27.757097148469445, 44.95972497408454 ], [ -27.756326576217017,
44.95951986021152 ], [ -27.7556877505476, 44.95969331121869 ], [ -27.755535069347868, 44.95967895667194 ], [ -27.755478156295222,
44.959589072358106 ], [ -27.757189325810245, 44.9591117729707 ] ] ]

b

"description" : "A1"
b
"geometry" : {
"type" : "Polygon",

"coordinates" : [ [ [ -27.7698244172738, 44.9536473783781 |, [ -27.769380921407002, 44.95365841652134 1, [ -27.76911759768979,
44.95363065392644 |, [ -27.768927085586416, 44.95357163449728 |, [ -27.768730267493858, 44.95351638145795 |, [ -27.76827029208798,
44.953557138931195 |, [ -27.767904475385883, 44.95350647964433 1, [ -27.76762666561182, 44.95342466420688 1, [ -27.767143545935184,
44.95304950641601 ], [ -27.76673096702328, 44.952748443397944 |, [ -27.766538587461852, 44.95262783627436 ], [ -27.76646188930257,
44.9525467151857 ], [ -27.766457578003198, 44.95246670873495 ], [ -27.767163769355687, 44.95219019736242 |, [ -27.767629564228116,
44.95184163473297 |, [ -27.767798101244253, 44.95166756173134 |, [ -27.767902410175406, 44.951415625000635 ], [ -27.767729032294653,
44.95086923373837 |, [ -27.767512264854023, 44.95056439104508 |, [ -27.767373074916232, 44.950477778435584 ], [ -27.767047262907795,
44.95037723338566 ], [ -27.76690334672803, 44.95031026568505 ], [ -27.76686392186285, 44.950249703588 |, [ -27.76679796859961,
44.95009946668728 1, [ -27.76907468876142, 44.949401735264686 |, [ -27.769076183962405, 44.94976481569302 ], [ -27.76917957716259,
44.9500593835023 ], [ -27.76941929964128, 44.95045450615431 ], [ -27.769735121928168, 44.95077205771179 |, [ -27.770439954483894,
44.95107440245571 1, [ -27.770106929894208, 44.95220775058925 |, [ -27.769782066802897, 44.953331633632246 ], [ -27.7698244172738,
44.9536473783781111]

b

"description" : "C2"
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H
}
}H
B.2.2 Delete all subscriptions

DELETE /notification-broker/subscriptions

B.2.3 Create subscription
B.2.3.1. Simple case
POST /notification-broker/subscriptions
RequestBody:
{
"topic": "http://www.foodie-project.eu/topic/crop-plague-alert",
"contact": {
"fullName" : "l am a contact",
"category" : "Farmer",
"countryCode" : "ES",
"languageCode" : "EN",
"timeZone": "Europe/Madrid",
"addresses" : [{
"type" : "EMAIL",
"value" : "miguel.esbri@atos.net"
1
"type" : "EMAIL",
"value" : "foodie-consumer-en@foodie-cloud.com"
L
"type" : "SMS",
"value" : "+34691091744"
}

Response: (subscriptionld) 5698e0e502c7da382bb4a005

B.2.32 Complex case

POST /notification-broker/subscriptions

RequestBody:

{
"topic": "http://www.foodie-project.eu/topic/crop-plague-alert",
"contact": {
"fullName" : "l am a contact",
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"category" : "Farmer",
"countryCode" : "ES",
"languageCode" : "EN",
"timeZone": "Europe/Madrid",
"addresses" : [
{
"type" : "EMAIL",
"value" : "miguel.esbri@atos.net"
b
{
"type" : "EMAIL",
"value" : "foodie-consumer-en@foodie-cloud.com"
b
{
"type" : "SMS",
"value" : "+34691091744"
}

b

"condition" : {

"expression" : "avgTemperature >= 10.0 && rainfall < 10.5",
"areas" : [{

"description" : "A1",

"geometry" : {

"type" : "Polygon",

"coordinates": [ [ [ -27.757189325810245, 44.959111772970701 ], [ -27.757097148469445, 44.959724974084537 ], [ -27.756326576217017,
44.959519860211522 ], [ -27.755687750547601, 44.959693311218693 ], [ -27.755535069347868, 44.959678956671937 ], [ -27.755478156295222,
44.959589072358106 ], [ -27.757189325810245, 44.959111772970701 1] ]

}
Lo
"description" : "B19",
“geometry" : {
"type" : "Polygon",

"coordinates": [ [ [ -27.755512209760393, 44.956075701885304 ], [ -27.755474718052007, 44.956189073221033 ], [ -27.754860862870515,
44.956453135425825 1, [ -27.754914578604186, 44.956581243835245 |, [ -27.754712613240418, 44.956844425353246 |, [ -27.754361324127917,
44.957394787702832 ], [ -27.753550898084406, 44.957767021350463 ], [ -27.753236797274663, 44.957790931361103 ], [ -27.752753969221871,
44.957730547927341 ], [ -27.752243492470736, 44.957464943689864 ], [ -27.751904192925604, 44.957167483791856 ], [ -27.751654930675453,
44.956822387606508 |, [ -27.751762486467069, 44.956467640404455 |, [ -27.751916026043258, 44.95641726067992 ], [ -27.752346080688749,
44.956545849142316 |, [ -27.752778163377215, 44.956456087561406 ], [ -27.752953199335195, 44.956469328721667 1, [ -27.75412731207819,
44.955973232738032 ], [ -27.755512209760393, 44.956075701885304 ] ] |

}

Lo
"description" : "C2",
"geometry" : {

"type" : "Polygon",
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"coordinates™: [ [ [ -27.769824417273799, 44.953647378378101 ], [ -27.769380921407002, 44.953658416521343 |, [ -27.769117597689789,
44.953630653926439 ], [ -27.768927085586416, 44.95357163449728 ], [ -27.768730267493858, 44.953516381457952 |, [ -27.76827029208798,
44.953557138931195 ], [ -27.767904475385883, 44.953506479644332 ], [ -27.767626665611822, 44.953424664206878 |, [ -27.767143545935184,
44.953049506416008 |, [ -27.766730967023278, 44.952748443397944 |, [ -27.766538587461852, 44.95262783627436 ], [ -27.766461889302569,
44.952546715185697 |, [ -27.766457578003198, 44.952466708734953 |, [ -27.767163769355687, 44.95219019736242 ], [ -27.767629564228116,
44.951841634732972 ], [ -27.767798101244253, 44.951667561731341 ], [ -27.767902410175406, 44.951415625000635 |, [ -27.767729032294653,
44.950869233738374 ], [ -27.767512264854023, 44.950564391045077 ], [ -27.767373074916232, 44.950477778435584 |, [ -27.767047262907795,
44.950377233385659 ], [ -27.766903346728029, 44.950310265685047 1, [ -27.76686392186285, 44.950249703588 |, [ -27.766797968599612,
44.950099466687277 1, [ -27.769074688761421, 44.949401735264686 |, [ -27.769076183962405, 44.949764815693023 |, [ -27.769179577162589,
44.9500593835023 ], [ -27.769419299641282, 44.950454506154308 ], [ -27.769735121928168, 44.950772057711788 ], [ -27.770439954483894,
44.95107440245571 1, [ -27.770106929894208, 44.952207750589253 ], [ -27.769782066802897, 44.953331633632246 ], [ -27.769824417273799,
44.9536473783781011]1]

}
}

B24Update subscription “enabled” status

PUT /notification-broker/subscriptions/{subscriptionld}/enabled=false

B.2.5 Update subscription dissemination channels
PUT /notification-broker/subscriptions/{subscriptionld}/channelTypes
RequestBody: [EMAIL, SMS]
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B.3 Events
B.3.1Post Simple Event

POST /notification-broker/events
{
"event" : {
"topic": "http://www.foodie-project.eu/topic/crop-plague-alert",
"messageType": "PlasmoparaViticolalnfection",
"producer": "foodie-producer",
"references": ["0", "1"],
"infoElements" : [ {
"parameters" : [ {
"name" : "avgTemperature",
"value" : 9.5
hA
"name" : "rainfall",
"value" : 6.5
}
1,
"areas" : [{
"description" : "A1",
"geometry" : {
"type" : "Polygon",

"coordinates": [ [ [ -27.765240735656484, 44.976738679428813 ], [ -27.756215823732074, 44.977271710153929 ], [ -27.756215823732074,

44.977271710153929 |, [ -27.761742226977564, 44.965200441758725 1, [ -27.766567238008339, 44.964665073797676 |, [ -27.7719271397802,
44.968849001729701 ], [ -27.765240735656484, 44.976738679428813 1] ]

}
Lo
"description" : "A2",
"geometry" : {
"type" : "Polygon",

"coordinates": [ [ [ -27.770695849595555, 44.956242385400998 ], [ -27.764810293801741, 44.955881755441865 |, [ -27.764810293801741,

44.955881755441865 ], [ -27.759995393503605, 44.949414791856739 ], [ -27.766937162885462, 44.946472298789267 ], [ -27.773981063327515,
44.950261106169982 ], [ -27.770695849595555, 44.956242385400998 ] ] ]

}
}H
Lo
"parameters" : [ {
"name" : "avgTemperature",
"value" : 13.2
Lo
"name" : "rainfall",
"value" : 20.3

}
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1

"areas" : [ {
"description" : "A1",
"geometry" : {

"type" : "Polygon",

"coordinates": [ [ [ -27.759376265179245, 44.961941827318469 ], [ -27.748708862172595, 44.962395143766166 |, [ -27.748708862172595,
44.962395143766166 ], [ -27.73976415299278, 44.951030132979596 ], [ -27.745304044866781, 44.948722661669215 |, [ -27.754154620671198,
44.947538145272837 ], [ -27.758096942860913, 44.946938159969285 ], [ -27.759276516628276, 44.9487834173095 |, [ -27.761689738555908,
44.956521426635483 ], [ -27.759376265179245, 44.961941827318469 1] ]

B.3.2 Post Complex Event (using external addresses)
POST /notification-broker/events
{
"event" : {
"topic": "http://www.foodie-project.eu/topic/crop-plague-alert"”,
"messageType": "PlasmoparaViticolalnfection",
"producer": "foodie-producer",
"references": ["0", "1"],
"infoElements" : [ {
"parameters" : [ {
"name" : "avgTemperature",
"value" : 9.5
Lo
"name" : "rainfall",
"value" : 6.5
}
1
"areas" : [{
"description" : "A1",
"geometry" : {

"type" : "Polygon",

"coordinates": [ [ [ -27.765240735656484, 44.976738679428813 ], [ -27.756215823732074, 44.977271710153929 ], [ -27.756215823732074,
44.977271710153929 ], [ -27.761742226977564, 44.965200441758725 ], [ -27.766567238008339, 44.964665073797676 ], [ -27.7719271397802,
44.968849001729701 ], [ -27.765240735656484, 44.976738679428813 1] ]

1
LA
"description” : "A2",

"geometry" : {

"type" : "Polygon",

| http://www. ie-project.eu Copyright © FOODIE Project Consortium. All Rights Reserved. Grant Agreement No.: 621074 Page:38 / 49 |




S — D4.3.3 Event based notification services

"coordinates": [ [ [ -27.770695849595555, 44.956242385400998 ], [ -27.764810293801741, 44.955881755441865 ], [ -27.764810293801741,
44.955881755441865 |, [ -27.759995393503605, 44.949414791856739 ], [ -27.766937162885462, 44.946472298789267 ], [ -27.773981063327515,
44.950261106169982 ], [ -27.770695849595555, 44.956242385400998 ] ] ]

}
H
Lo
"parameters" : [ {
"name" : "avgTemperature",
"value" : 13.2
Lo
"name" : "rainfall",
"value" : 20.3
}
1
"areas" : [{
"description" : "A1",
"geometry" : {
"type" : "Polygon",

"coordinates": [ [ [ -27.759376265179245, 44.961941827318469 ], [ -27.748708862172595, 44.962395143766166 |, [ -27.748708862172595,
44.962395143766166 ], [ -27.73976415299278, 44.951030132979596 ], [ -27.745304044866781, 44.948722661669215 |, [ -27.754154620671198,
44.947538145272837 ], [ -27.758096942860913, 44.946938159969285 |, [ -27.759276516628276, 44.9487834173095 ], [ -27.761689738555908,
44.956521426635483 ], [ -27.759376265179245, 44.961941827318469 1] ]

}
1
}H
2
"contacts" :
[
"fullName" : "I am a contact",
"category" : "Farmer",
"countryCode" : "ES",
"languageCode" : "EN",
"timeZone": "Europe/Madrid",
"addresses" : [
{
"type" : "EMAIL",

"value" : "miguel.esbri@atos.net"

b
{
"type" : "EMAIL",
"value" : "foodie-consumer-en@foodie-cloud.com"
2
{

"type" : "SMS",
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"value" : "+34691091744"

"fullName" : "l am a contact",

"category" : "Farmer",
"countryCode" : "ES",

"languageCode" : "EN",
"timeZone": "Europe/Madrid",
"addresses" : [

{

"type" : "EMAIL",

"value" : "miguel.esbri@atos.net"

"type" : "EMAIL",

"value" : "foodie-consumer-en@foodie-cloud.com’

"type" : "SMS",
"value" : "+34691091744"

1
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Annex G- Push Notification Service

Push Notification Servidéea push server, based on the Pushdtool, for server-side notification to mobile native apps,
web apps etc. With Push Notification Servig@u can send push notifications to any supported mobile platform, web
app or HTTP server from a single entry point. This system takes care of which device is subscribed to which event and is
designed to support an unlimited amount of events to be subscribed.

Features

T Multi protocols APNs (i0S), C2DM/GCM (Android), MPNS (Windows Phone), HTTP POST, EventSource, WNS
(Windows Notification Service)

Pluggable protocols

Register unlimited number of subscribers (device)

Subscribe to unlimited number of events

Automatic badge increment for iOS

Silent subscription mode (no alert message, only data or badge increment)
Server side message translation

Message template

Broadcast

Direct messages

GCM multicast messaging

Events statistics

Automatic failing subscriber unregistration

Built-in Apple Feedback API handling

Redis backend

= =4 -8 8 _48_a_8_9_4a._2_-29._-9._-2_-292

C1.Getting Started
C1l.1Reqgistration

Subscriber registration is performed through a HTTP REST API. Below, there is an example of subscriber registration
simulated using the curl command. We will register an Android-based device with the secret registration to-
ken eErwbJqwOR4:APA91bF1033zIXu_YyTeKoC7xLFxH-MUdUOfjLoVYyC7-jabWcakKca5kODCLIKYCJ3m-
UX7vU0GpvuqlUGOUbdpp70bl6actyLtjiHAkm2up_lO7T79YfIZf-nvGn8Vh4zyzwkMgPPG7 , issued by the GCM connection serv-
ers. The protocol specified will be gcm . We also set the subscriber preferences es for Spanish language. It is supposed
the command to run on the same machine as the server (localhost):

S curl -d proto=gcm \ -d token=eErwbJqwOR4:APA91bF1033zIXu_YyTeKoC7xLFxH-MUdUOfjLoVYyC7-jabWcakKca5kODCLIKYCJ3m-
UX7vU0GpvuqlUGOUbdpp70bl6actyLtjiHAkm2up_lO7T79Yf)Zf-nvGn8Vh4zyzwkMgPPG7 \ -d lang=es \ http://localhost/subscriber

In reply, we get the following JSON structure:

{ "contentAvailable": "true", "token": "eErwbJqwOR4:APA91bF1033zIXu_YyTeKoC7xLFxH-MUdUOfjLoVYyC7-jabWcakKca5kODCLIKYCJ3m-
UX7vU0GpvuqlUGOUbdpp70bl6actyLtjiHAkm2up_lO7T79Yf)Zf-nvGn8Vh4zyzwkMgPPG7", "lang": "en", "created": 1457526155, "updated":
1457526155, "proto": "gcm", "id":"j50Fj_mjy4s", "badge":10}

The application that manages subscriptions and events, must save the |id field value, it will be used for all further com-
munication with this server.

Note: If you perform a registration using an already registered token, the server will respond with the same subscriber
id and will just update the transmitted informations. You may choose to always register the given token instead of
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calling the ping endpoint. So, it is recommended to register devices periodically to keep updated the internal infor-
mation.

C1.2Ping

Once the application is registered, the app should ping ping the server each time the app is launched to let the system
know the subscriber still exists. The subscriber may have been unregistered automatically in case of repeated errors for

instance. To do a ping, you perform a POST on the /subscriber/SUBSCRIBER_ID URL as follow:

S curl -d lang=es http://localhost/subscriber/j50Fj_mjy4s

C1.3Subscriptions

Depending on your service, your application may auto-subscribe the subscriber to some events or ask the user which
events he wants to be subscribed to (an event is identified as an arbitrary string meaningful for your service). For each
event your application wants to be subscribed to, a call to the API must be performed.

For instance, for a news-related app, users may want to subscribe to specific event topics (news categories). In this case,
the user could register to sport events to receive notification under this topic. The following call has to be performed:

S curl -X POST http://localhost/subscriber/j5oFj_mjy4s/subscription/sport
You may later unsubscribe by switching from the POST to the DELETE method.

You may also prefer to set various subscriptions at once by using the bulk subscription endpoint:

S curl -H 'Content-Type: application/json' -d '{"sport":{}, "business":{}, "leisure":{}}' http://localhost/subscriber/j50Fj_mjy4s/subscription

C1.4Typical Application Workflow

Obtain device token from the OS
Post the token on /subscriber/:token with parameters like lang, badge and version

Extract the id from the response (you don't need to store it, it could be treated as a session ID)

el e

Resubscribe the device to all its previously subscribed events by posting on /subscriber/:id/subscription

This workflow ensures device stay registered and subscriptions are always up-to-date.

C1.5Event Ingestion

Once subscribers are registered, the trigger service may start to send events using the Push Notification ServicBvents
are composed of a message, that optionally can be translated in several languages. To send an event (to be notified to
the subscribers to the specific topic), you may either use the HTTP REST APl or send UDP datagrams.

You don't need to create events before sending them. If nobody is subscribed to a given event, it will be simply ignored.
It's thus recommended to send all the possible types of events and let your application choose which to subscribe to.

Here we will send a message to all subscribers subscribed to the sport event:

S curl -d title=Test%20title -d msg=Test%20message http://localhost/event/sport
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C2.Event Source

Push Notification Servicapports the Event Source protocol, also known as Server Sent Events. This allows web appli-
cations to benefits from the same pushed events than native apps.

This protocol is very different from other supported protocols because it doesn't involve subscriber registration nor
stored subscriptions. The web service connects to the notification server and declares which event it is interested in,
and then the server will push subscribed events in this same connections until the client stays connected.

You may want to use Yaffle EventSource polyfill on the client side in order to support CORS requests with older browsers
(see code example bellow).

When Event Source is enabled, a new /subscribe APl endpoint is available. Use the events query-string parameter with
a list of events separated by spaces:

> GET /subscribe?events=eventl+event2+event3 HTTP/1.1 > Accept: text/event-stream > --- < HTTP/1.1 200 OK < Content-Type: text/event-stream
< Cache-Control: no-cache < Access-Control-Allow-Origin: * < Connection: close < ... some time passes ... < data: {"event": "event1", "title": {"default":
"Title", "fr": "Titre"}, "message": {...}, "data": {"varl": "vall", "var2": "val2"}} ... some time passes ... < data: {"event": "event2", "title": {"default":
"Title", "fr": "Titre"}, "message": {...}, "data": {"varl": "vall", "var2": "val2"}}

Or in Javascript:
<script src="https://raw.github.com/Yaffle/EventSource/master/eventsource.js"></script> <script> var es = new EventSource('http://localhost/sub-

scribe?events=eventl+event2+event3'); es.addEventListener('message’, function (e) { var event =JSON.parse(e.data); document.body.append-
Child(document.createTextNode(event.message.default)); document.body.appendChild(document.createElement('br')); }); </script>

C3. API
C3.1 Subscriber Registration
C3.1.1Register a subscriber 1D

Register a subscriber by POSTing on /subscriber with some subscriber information like registration id, protocol, lan-
guage, OS version (useful for Windows Phone OS) or initial badge number (only relevant for iOS).

> POST  /subscriber HTTP/1.1 > Content-Type: application/x-www-form-urlencoded > > proto=gcm& > to-
ken=eErwbJqwOR4:APA91bF1033zIXu_YyTeKoC7xLFxH-MUdUOfjLoVYyC7-jabWcakKca5kODCLIKYCJ3m-

UX7vU0GpvugqlUGOUbdpp70bl6actyLtiHAkm2up_lO7T79YfJZf-nvGn8Vh4zyzwkMgPPG7& > lang=en& > badge=0 > --- <HTTP/1.1 201 Created
< Location: /subscriber/j5oFj_mjy4s < Content-Type: application/json < < { < "created":1332638892, < "updated":1332638892, <

"proto":"gem", < "token":"eErwbJqwOR4:APA91bF1033zIXu_YyTeKoC7xLFxH-MUdUOfjLoVYyC7-jabWcakKca5kODCLIKYCJ3m-
UX7vUO0GpvuqlUGOUbdpp70bl6actyLtiHAkm2up_lO7T79Yf)Zf-nvGn8Vh4zyzwkMgPPG7", < "id": "jSoFj_mijy4s", < "lang":"en", < "badge":0
<}

Carriage returns are added for readability

MANDATORY PARAMETERS

9 proto: The protocol to be used for the subscriber. Use one of the following values:
0 apns:iOS (Apple Push Notification service)
0 gcm or c2dm: Android (Cloud to subscriber Messaging)
0 mpns Window Phone (Microsoft Push Notification Service)

9 token: The device registration id delivered by the platform's push notification service
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ALLOWED PARAMETERS:

il

lang: The language code for the of the subscriber. This parameter is used to determine which message

translation to use when pushing text notifications. You may use the 2 chars ISO code or a complete locale
code (i.e.: en_CA) or any value you want as long as you provide the same values in your events. See below
for info about events formatting.

badge : The current app badge value. This parameter is only applicable to iOS for which badge counters

must be maintained server side. On iOS, when a user read or loads more unread items, you must inform
the server of the badge's new value. This badge value will be incremented automatically by Push Notifica-
tion Serviceeach time a new notification is sent to the subscriber.

category : The category for the push notification action. This parameter is only applicable to iOS8.
contentAvailable : The 'content-available' flag value. This parameter is only applicable to i0S7 and appli-

cations which support Silent Remote Notifications or Newsstand capability. With iOS7 it is possible to have
the application wake up before the user opens the app.

version : This is the OS subscriber version. This parameter is only needed by Windows Phone OS. By setting

this value to 7.5 or greater an mpns subscriber ids will enable new MPNS push features.

RETURN CODES

f
f
f

200 subscriber previously registered
201 subscriber successfully registered

400 Invalid specified registration id or protocol

C3.1.2Update subscriber Registration Info (Ping)

On each app launch, it is highly recommended to update your subscriber information in order to inform Push Notifica-
tion Servicehat the subscriber is still alive and registered for notifications. Do not forget to check if the app notifications

hasn't been disabled since the last launch, and call DELETE if so. If this request returns a 404 error, it means your sub-
scriber registration has been cancelled by Push Notification Servicéou must then delete the previously obtained sub-
scriber id and restart the registration process for this subscriber. Registration can be cancelled after Push Notification
Serviceerror count for the subscriber reached a predefined threshold or if the target platform push service in-
formed Push Notification Serviedout an inactive subscriber (i.e. Apple Feedback Service).

> POST /subscriber/SUBSCRIBER_ID HTTP/1.1 > Content-Type: application/x-www-form-urlencoded > > lang=en&badge=0 > --- < HTTP/1.1 204
No Content

ALLOWED PARAMETERS:

il

lang: The language code for the of the subscriber. This parameter is used to determine which message

translation to use when pushing text notifications. You may use the 2 chars ISO code or a complete locale
code (i.e.: en_CA) or any value you want as long as you provide the same values in your events. See below
for info about events formatting.

badge : The current app badge value. This parameter is only applicable to iOS for which badge counters

must be maintained server side. On iOS, when a user read or loads more unread items, you must inform
the server of the badge's new value. This badge value will be incremented automatically by Push Notifica-
tion Serviceach time a new notification is sent to the subscriber.

version : This is the OS subscriber version. This parameter is only needed by Windows Phone OS. By setting

this value to 7.5 or greater an mpns subscriber ids will enable new MPNS push features.
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NOTE: this method should be called each time the app is opened to inform Push Notification Servicee subscriber
is still alive. If you don’t, the subscriber may be automatically unregistered in case of repeated push error.

RETURN CODES

9 204 subscriber info edited successfully
I 400 Format of the subscriber id or a field value is invalid

9 404 The specified subscriber does not exist

C3.1.3 Unregister a subscriber ID

When the user chooses to disable notifications from within your application, you can delete the subscriber from Push
Notification Serviceo no further push notifications will be sent.

> DELETE /subscriber/SUBSCRIBER_ID HTTP/1.1 > --- < HTTP/1.1 204 No Content
RETURN CODES

9 204 subscriber unregistered successfully
I 400 Invalid subscriber id format
9 404 The specified subscriber does not exist

C3.1.4 Get information about a subscriber ID
You may want to read informations stored about a subscriber id.

> GET /subscriber/SUBSCRIBER_ID HTTP/1.1 > --- < HTTP/1.1 200 Ok < Content-Type: application/json < < { < "created":1332638892, < "up-

dated":1332638892, < "proto":"apns", < "token":"eErwbJqwOR4:APA91bF1033zIXu_YyTeKoC7xLFxH-MUdUOfjLoVYyC7-
jabWcakKca5kODCLIKYCJ3m-UX7vU0GpvugqlUGOUbdpp70bl6actyLtjiHAkm2up_lO7T79Yf)Zf-nvGn8Vh4zyzwkMgPPG7", < "lang":"fr", <
"badge":10 < }

Carriage returns are added for readability

RETURN CODES

200 subscriber exists, information returned
I 400 Invalid subscriber id format
9 404 The specified subscriber does not exist

C3.1.5 Self Subscriber Test

You may want to test from your app if the push notification system is working. You can test this by POSTing an empty
body on /subscriber/SUBSCRIBER_ID/test. Push Notification Serviaill send back a test notification with "Test" as
message and {"test": "ok"} as data.

> POST /subscriber/SUBSCRIBER_ID/test HTTP/1.1 > -- < HTTP/1.1 201 Created

RETURN CODES

I 1200 subscriber exists, information returned
I 400 Invalid subscriber id format
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9 404 The specified subscriber does not exist

C3.1.6 Subscribe to an Everiopic

For Push Notification Servicen event is represented as a simple string. By default a subscriber won't receive push
notifications other than broadcasts or direct messages if it’s not subscribed to events. Events are text and/or data sent
by your service on Push Notification Servic&he event will be converted into a push notification for any subscribed
subscriber.

You subscribe a previously registered subscriber by POSTing on /sub-

scriber/SUBSCRIBER_ID/subscription/EVENT_NAME where EVENT_NAME is a unique string code for the event. You
may post an option parameter to configure the subscription.

> POST /subscriber/SUBSCRIBER_ID/subscription/EVENT_NAME HTTP/1.1 > Content-Type: application/x-www-form-urlencoded > > ig-
nore_message=1 > --- < HTTP/1.1 204 No Content

ALLOWED PARAMETER

I ignore_message : Defaults to 0, if set to 1, the message part of the subscribed event won't be sent with the

notification. On iOS, the badge will still be incremented and updated. You can use this to update the badge
counter on iOS without disturbing the user if he didn't want to be explicitly notified for this event but still
wants to know how many new items are available. On Android you may use this kind of subscription to notify
your application about new items available so it can perform background pre-fetching without user notifica-
tion.

RETURN CODES

201 Subscription successfully created
204 Subscription successfully updated

400 Invalid subscriber id event name format

= =4 —a -

404 The specified subscriber does not exist

C3.1.7 Unsubscribe from an Event Topic
To unsubscribe from an event, perform a DELETE on the subscription URL.

> DELETE /subscriber/SUBSCRIBER_ID/subscription/EVENT_NAME HTTP/1.1 > --- < HTTP/1.1 204 No Content

RETURN CODES

204 Subscription deleted
400 Invalid subscriber id or event name format

9 404 The specified subscriber does not exist

C3.18Li st subscribers’ Subscriptions

To get the list of events topics a subscriber is subscribed to, perform a GET on /sub-
scriber/SUBSCRIBER_ID/subscription .
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> GET /subscriber/SUBSCRIBER_ID/subscription HTTP/1.1 > --- < HTTP/1.1 200 Ok < Content-Type: application/json < < { < "EVENT_NAME":
{"ignore_message": false}, < "EVENT_NAME2": ...<}

To test for the presence of a single subscription, perform a GET on the subscription URL

> GET /subscriber/SUBSCRIBER_ID/subscription/EVENT_NAME HTTP/1.1 > --- < HTTP/1.1 200 Ok < Content-Type: application/json < < {"ig-
nore_message":false}

C3.1.9 Bulk edit subscribers' Subscriptions

To set all subscriptions in one request, perform a POST with a JSON object on /sub-

scriber/SUBSCRIBER_ID/subscription with event names as key and a dictionary of options as value or null.

> POST /subscriber/SUBSCRIBER_ID/subscription HTTP/1.1 > Content-Type: application/json > > { > "EVENT_NAME": {"ignore_message":
false}, > "EVENT_NAME2": ... >} --- < HTTP/1.1 200 Ok

C3.2 Event Ingestion

To generate notifications, your application must send events to Push Notification Servicthe trigger application doesn't
have to know if a subscriber is subscribed to an event in order to send it, it just sends all subscriptable events as they
happen and Push Notification Servid¢andles the rest.

It is also possible to ignore subscriptions and generate notifications directly using specialized event names.

An event is some key/value pairs in a specific format sent to Push Notification Servi@éther using HTTP POST or UDP
datagrams.

C3.2.1Event names (topics)

The topic or event name is commonly used to send notifications for registered subscriptions. There are two exceptions,
in which case notifications can be sent without a subscription:

9 broadcast sends the notification to all subscribers
9 unicast:SUBSCRIBER_ID sends the notification to the subscriber with the specified id

C3.2.2Event Message Format

An event message is a dictionary of optional key/values:

9 title, msg: The event title/message. If no title nor message are provided, the event will only send data to the

app and won't notify the user. The title is only relevant for Android and Windows Phone, iOS doesn't support

this value: the application name is always used as notification title. The value can contain placeholders to other
keys, see Message Template bellow.

1 title<lang>, msg.<lang>: The translated version of the event title/message. The <lang> part must match
the lang property of a target subscriber. If subscribers use full locale (i.e. fr_CA), and no matching locale value
is provided, Push Notification Serviagill fallback to a language only version of the value if any (i.e. fr). If no

translation matches, the title or msg key is used. The value can contain placeholders to other keys, see Mes-
sage Template bellow.
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9 data.<key>: Key/values to be attached to the notification

9 var.<key>: Stores strings to be reused in msg and <lang>.msg contents

sound: The name of a sound file to be played. It must match a sound file name contained in you bundle app.
(i0S only)

C3.2.3Event Message Template

The msg and <lang>.msg keys may contain references to others keys in the event object. You may refer either
to data.<key> or var.<key>. Use the S{<key name>} syntax to refer to those keys (ex: S{var.title}).

Here is an example of an event message using translations and templating (spaces and carriage returns have been added
for readability):

msg=${var.name} sent a new video: ${var.title} msg.fr=${var.name} a envoyé une nouvelle video: ${var.title} sound=newVideo.mp3
data.user_id=fkwhpd data.video_id=1k3dxk var.name=John Doe var.title=Super awesome video

C3.2.4 Event API
C.24.1HTTP

To send an event toPush Notification Serviewer HTTP, POST some urlencoded key/value pairs to
the /event/EVENT_NAME endpoint of the Push Notification Servicerver:

> POST /event/user.newVideo:fkwhpd HTTP/1.1 > Content-Type: application/x-www-form-urlencoded > > msg=${var.name} sent a new video:
${var.title}& > msg.fr=${var.name} a envoyé une nouvelle video: ${var.title}& > sound=newVideo.mp3& > data.user_id=fkwhpd& >
data.video_id=1k3dxk& > var.name=Jone Doe& > var.title=Super awesome video --- < HTTP/1.1 204 Ok

Carriage returns are added for readability

The server will answer OK immediately. This doesn't mean the event has already been delivered.

C3.2.4.2UDP

The UDP event posting APl consists of a UDP datagram targeted at the UDP port 80 containing the URI of the event
followed by the message content as query-string compressed using gzip:

GZIP(POST /event/user.newVideo:fkwhpd?msg=%24%7Bvar.name%7D+sent+a+new+video%3A+%24%7Bvar.title%7D&msg.fr=%24%7Bvar...)

Here is a simple PHP example to post an UDP event:

SpushdHost ='1.2.3.4'; SpushdPort = 80; SeventName = 'user.newVideo:fkwhpd'; Spayload = array ( 'msg' => '${var.name} sent a new video:
${var.title}', 'msg.fr' =>'${var.name} a envoyé une nouvelle video: ${var.title}’, 'sound'=>'newVideo.mp3', 'data.user_id' => 'fkwhpd',
'data.video_id' => '1k3dxk',  'var.name' => 'Jone Doe', 'var.title' => Super awesome video' ); Smsg = gzcompress('POST /event/' . urlde-
code(SeventName) . '?' . http_build_query(Spayload)); Ssocket = socket_create(AF_INET, SOCK_DGRAM, SOL_UDP); socket_sendto(Ssocket,
Smsg, strlen(Smsg), 0, SpushdHost, SpushdPort); socket_close($socket);

C3.2.4.3Event Statistics

When an event get at least one subscriber, Push Notification Servigeart to account some statistics on the event. Those
statistics persists until the event keep at least one subscriber. Those statistics can be used for monitoring or to present
statistics about the event to the user like approx number of notification per day for this event.

To get statistics from an event, perform a GET on /event/EVENT_NAME :

> GET /event/EVENT_NAME HTTP/1.1 > --- <HTTP/1.1 200 Ok < Content-Type: application/json < < {< "created": 1334097188, < "total": 154
<}
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RETURN CODES

200 Statistics returned
9 404 The specified event does not exist

C3.2.4.4Event Purge

When the application data provider know about a particular event will no longer be available, it can force PushNotifi-
cation Serviceo forget about it and unsubscribe all current subscribers from it. To purge an event, perform a DELETE

on /event/EVENT_NAME
> DELETE /event/EVENT_NAME HTTP/1.1 > --- < HTTP/1.1 204 Ok <

The DELETE method is also available through UDP.
RETURN CODES

f 204 Event deleted
404 The specified event does not exist

C33 Monitoring
C3.3.1Check service status
Ensures that the service is running and connected to Redis.

> GET /status HTTP/1.1 > --- < HTTP/1.1 204 No Content

RETURN CODES

204 Server running and connected to Redis

503 Server running but not connected to Redis

C3.4 Logging

The verbosity of logging can be configured with the loglevel property in settings.coffee.

exports['loglevel'] = 'verbose'

Possible levels:

error : log errors only
warn : log also warnings
info : log status messages

verbose : log event and subscriber creation and deletion

= =4 4 —a -

silly : log submitted message content
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